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Education:
Graduate: Delhi University, Bachelors in English Literature
Diploma: IIFT New Delhi, Commercial Arts and Computer Graphics

HFTI Certified Usability Analyst
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Principal User Experience Designer
Paloalto Networks / Prisma Cloud Product Line

Expertise
Individual contributor specialized Principal User Experience Designer
Oracle / Customer Experience Vertical

in interaction design for both
2019-2021

enterprise desktop and mobile

applications. | | |
Senior User Experience Designer
IBM / GTS Lab

Keeping users as the center 2018-2019

translate complex business

requirements into user-centric Specialist User Experience Designer

design solutions. Novell Software / ZENworks Product Suit
2010-2018

Catering to diverse audiences in B2B

and B2C environments Assistant Manager

Deloitte / Insourcing Team

20090-2010

Graphic and Visual Designer
Progress Software, GE Capital International Services / E-learning
2001-2009



Exploring the UX Landscape: Projects Across Industries

Palo Alto Prisma Cloud Platform

Cloud Security Posture Management Solution, focused on providing Code to Cloud Security.
Onboarding CSPM, Integrating Modules, Surfacing Application First Solutions.

Oracle Live Experience

Enterprise multi-platform customer support mobile and desktop application for Live Calls,
Screen Share, Annotation, Conferences, Integration with Help Desk.

Oracle Unity Data Platform
Enterprise Data Processor Application to clean and standardise JSON data files for customers.

Novell ZENworks

Enterprise Service Desk store management and ticketing system.
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<k c LOL{D Cloud Security VJ Home  Dashboards  Reports Inventory  Compliance  Alerts Investigate  Governance

Hub CLOUD SECURITY HUB

Adoption Advisor

Critical Risks and Incidents

Showing critical risks and incidents in the last 24 hours

21 v18% 21 9%
INCIDENTS EXPOSURES

VIEW INCIDENTS VIEW EXPOSURES

Connect Providers

Code & Build LB - |

Adopt a developer-first security approach and secure
laC templates, open source packages, container images,

and supply chain.

Onboard Repositories

View Connected Repositories

Quick Links

10 +10% 21 vi1%
VULNERABILITIES MISCONFIGS

VIEW VULNERABILITIES VIEW ALERTS

Deploy ‘ G QO

Implement zero trust. Secure infrastructure, applications,
data, and entitlements across the world’s largest clouds, all

from a single unified solution.

Onboard Registries

View Connected Registries

| January 2024

Go to Command Center

— 0 O ]
IDENTITY RISKS DATA RISKS

ENABLE IDENTITY VIEW DATA

Runtime w»w A O

Gain real-time visibility and full-stack protection for
your application’s runtime and identify any abnormal
behavior through predictive and threat-based

protections.

Onboard Cloud Accounts

View Connected Cloud Accounts
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Prisma Cloud, Business Objectives

Code to Cloud Protection

« Prisma Cloud, can help security teams maintain a strong
security and compliance posture across multi-cloud
environments.

« Making security an integral part of the process from securing
resources from the ingestion phase, through deployment,

and across the entire application life cycle.

« Implementing a "Shift Left" approach to address security

issues early in the development cycle.

» Secure the Infrastructure

g 0 & A
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Cloud Security Personas

Security Operations Governance Risk and Compliance Development and Operations
Chief Information Development and Cloud Security Cloud Security
Security Officer ... ... . Security Operations ... . Engineer oo . IT Operations
Leader
) System
CISO DevSec Ops Super Admin Administrator

Cloud Security Division: Ensures security in the evolving cloud environment is critical.



My Journey at Prisma Cloud

Principal Lead Designer at IDC Bangalore India (2) Israel (5) United States (7)
Unification . depe C e : :
: Simplification Optimization of Darwin Release Onboarding
Cloud Account Onboarding : . : S :
Security Modules Cloud Account Onboarding Licensing Workflows Enhancements Application First Approach.

2021 2022 2022 2023 2023



Research and Discovery




User Research: Customer Problem (Unification and Simplification)

Onboarding process feels fragmented..

The existing flow lacks an immediate gratification..

Too many steps for Onboarding.. Cloud Security Cloud Security
Engineer I'T Operations
Need to onboard faster with multi-cloud accounts.. System
Super Admin . .
, , Administrator
Educate us post-onboarding on why and how to configure..
Needs more control for remediate and credit usage..
Give us single place to onboard everything...
Regist . .
C‘B s 7~ Global Atlantic The Pokemon Gompany, Teads

&
eSec Forte Wunacademy EMERSON




Discover: First Time User Journey (As Is)

First Time Value

CSP Marketplace Confirmation Email
b —>o
A2 @ Aa
) )
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Home Page

Empty State

Dashboard

Prisma Cloud Platform

Reporting and Insights

Permissions and Configurations

Onboarding and
Security Features

Cloud Security
Management

?

? ? T

Data
Cloud Accounts Compute Identity Security Security
— - . —
L] ) . . I x
Y X I @
Alerts Compliance Policies Investigate
D) . — 7 | e e ] —
D (M \w | BRI

Generating Alerts and Notifications

New Acquisitions

>
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Discover: Mapping touchpoint for user problems (Sections)

Comprehensive understanding of the diverse consoles and their onboarding and data display experiences.

R

Cloud Accounts

Settings Cloud Accounts
)

Cloud Accounts o CloudType ~ AWS v AccountType  Organization v

Vulnerabilities

( : Compliance
Account Groups . > O nb O ard lou d ACCOu nts P © Newly added Prisma cloud accounts will be auto imported with default settings enabled. Learn more
Access Control

Runtime
Account ID Name Account Groups Status Actions

Resource Lists WAAS

Accounts and Agentless

318131646394 AWS Shimada Private Test 1 account group(s) ® @

Code & Build Providers CNNS Manage credentials and Agentless configuration for your cloud accounts.
338010012069 AWS org account 2 account group(s) [oMr

Code Security Configuration Access
537651330621 aws-gov-org 1account group(s) [oMr ]

Integrations Agentless scan status

Customrules
891511865543 aws-org-test o 1 account group(s) oM s

Trusted IP Addresses Top issues found Permissions Filter accounts

5 . Platform Filter account
Licensing [ ] ilter ac s

ATT&CK

Audit Logs Events
. 177 total entries @ Scan options v + Add account
Anomalies Runtime

Enterprise Settings Vulnerabilities Account name Account ID Provider Authentication method Agentless scan Agentless issues Actions

.
" - STS temp token (external
CO I I lg l l I ( E Scal lS < . Compliance pes-qa-automation02 010845540792 AWS i) emp token (external off ]

" STS temp token (external

012110614123 012110614123 aws AWS :

WAAS D)
AWS Account - inlin 088262823986 aws AWS ‘S,IS temp token (external
A AWS Cloud Acc... 123467891211 aws AWS ?;5 fenioejesena

Cloud accounts /
STS temp token (external

A SalmanTest 156465488341 aws AWS D)

off
Logs

mng-group-subscrip. 18321b0d-c41b-443f-a... Azure Temporary Token @ Completed

Displaying 1- 4 of 4 25 v Page 1v ofl Defenders STS temp token (external

A\ .

““ttos://abp.anz.orismacloud.io/settinas/cloud accounts

pes-iam-aws-test-ac 211026505607 s AWS @ Completed

Application Security Repositories

Sandeep Virmani Product Subscriptions Past 30 Days v
[

Tenant: PANW-dev BY PALO ALTO NETWORKS

. .
Repositories o Repository  Select Repository v Organization Select Organization v Visibility ~ Select Visibility v Technologies Select Technologies v Pipelines Select Pipelines v H O I Iboal d R epOSItO I les == Your system time zone is The industry's broadest security and

Overview Add View

Asia/Calcutta (UTC 5.5). compliance coverage

2559 day(s) remaining

) Issues  Selectlssues v ShowLess
Technologies

Supply Chain 102 results

adifferent role will reload

SBOM

3 the page immediately.
Repository Name Contributors Technologies Pipelines J Issues Add-On Features

Oxn6 O“m % 1aCO  Secrets1 | SCA15  CI/CD9 Subscription

-
(%)

IAM Security 10/16 0 ) /08 10/16
Projects Te! 3 Account Settings ” o . -

2 % High  Critical High  Critical

©) terragoat-test € YO : 1aC 252 | Secrets4 = SCA26  CI/CD 1 Visibility Into Effective ¢ i

Development Pipelines Permissions, Monitoring Risky and

) Risks

- 3 lac o Se ts 0 SCAO CI/CD 2 - .
09 @ ecrets / Unused Privileges and Automatic

Response

© sgh-actions (o B 1aCO  SecretsO  SCAO  CI/CD 3

N View By: Code & Build, Deploy, Runtime v
CI/CD Risks Unsubscribe ation journey so you know where you are, what to do, and why.

) pre-test ©
O sip2sop

laC0O  Secrets2  SCAO  CI/CD5

laC0O  Secrets0 SCAO CI/CD7 Foundational

Microsegmentation

) circle-around laC0O  Secrets0  SCAO  CI/CD5

Identity-Based Microsegmentation DEPLOY RUNTIME
( ) I I ( E; l l ] r( !S < _. and Visibility for Cloud Hosts and 5 of 8 Tasks Completed 19 of 23 Tasks Completed
1aCO  SecretsO  SCAO  CI/CD4

) leon-testing-123 €© Containers.

Workload Scanning E—— Misconfiguration Visibility

Foundational 1.0f 3 Tasks Completed 30f 5 Tasks Completed

. . . Foundational
) manifests_circleci laCO  Secrets3  SCAO CI/CD1

) actions-playground 1aC0  Secrets0 SCAO CI/CD3 TRcarmediate Access Control Advanced Data Exposure Visibility [(edugeee]

o~ ) 20f 3 Tasks Completed Learn More (2
/@ Code Security

T Vulnerability Detection v/ B Workload Defense Int diat
Find and fix laC misconfigurations 2 of 2 Tasks Completed 2 of 3 Tasks Completed nermecare
earlier to prevent risky

Foundational

) actions ©&
O action

laCO  Secrets1  SCAO  CI/CD2

090060600006 0
066066666666

laC0  Secrets0  SCAO  CI/CD 2

deployments. Intermediate Remediation

40f 5 Tasks Completed adianced

Displaying 1- 50 of 102

Unsubscribe Identity Visibility v

discover more screens




Discover: Mapping application user problems (Onboardin

Cloud Account Onboarding Modal

Cloud Onboarding Setup

Overview

« AWS: 8-10 steps
o Azure: 6 -8 steps
« Google Cloud: 8-10 steps

Edit Cloud Account %.

Overview
Configure Account
Account Groups
Status
Advanced Settings
Select Logging Account

Configure Logging Account]

Configure Buckets

Logging Account Template

Cloud Stacks (Region)
 Gov

« China :
« Comercial Enable Additional

Security Features.

discover more screens

click Here

For product documentation please

4

Overview

The first step to onboarding your AWS account is to enter a descriptive name for the cloud

account and choose whether you want the service to only monitor your AWS account or monitor

and protect it with auto-remediation. We've entered a name to simplify the process but feel free

to edit it.

e Cloud Account Name

AWS Account

Select Mode:

Monitor

In Monitor mode, Prisma

Onboard

Account

Account

Organization
Monitor & Protect

In Monitor & Protect mode, Prisma Cloud has the

Cloud service has read-only access required to read and remediate resource

access to the resources to

your AWS account.

Data Security i ]

configuration issues to ensure continuous

compliance in your AWS account.

Scan for malware and classify sensitive data in your S3 buckets to prevent data loss.

If you have selected Monitor & Protect mode, Data Security policies do not support auto-

remediation.

Vv

Terminology and Ease
of Understanding.

o———> Visibility of Options

Edit Cloud Account

Get Started

Review Status
Configure Account &

Config

Assign Account Gro... &
Actions missing: [acm-pca:ListTags, ec2:GetEbsEncryptionByDefault, appstream:ListTagsForResource, acm-p

Review Status o ca:GetPolicy, airflow:GetEnvironment, airflow:ListEnvironments, acm-pca:ListCertificateAuthorities]

Inspector
GuardDuty

Audit Logs

Rule abc_rukle does not exist on EventBus default in af-south-1,Rule abc_rukle-sts does not exist on EventBus
default in af-south-1 Rule abc_rukle does not exist on EventBus default in ap-south-1,Rule abc_rukle-sts does

not exist on EventBus default in ap-south-1 Rule abc_rukle does not exist on EventBus default in eu-north-1,R
ule abc_rukle-sts does not exist on EventBus default in eu-north-1 Rule abc_rukle does not exist on EventBus

default in eu-west-3,Rule abc_rukle-sts does not exist on EventBus default in eu-west-3 Rule abc_rukle does n
ot exist on EventBus default in eu-south-1,Rule abc_rukle-sts does not exist on EventBus default in eu-south-

1 Rule abc_rukle does not exist on EventBus default in eu-west-2,Rule abc_rukle-sts does not exist on EventB

us default in eu-west-2 Rule abc_rukle does not exist on EventBus default in eu-west-1,Rule abc_rukle-sts doe
s not exist on EventBus default in eu-west-1 Rule abc_rukle does not exist on EventBus default in ap-northeas
t-3,Rule abc_rukle-sts does not exist on EventBus default in ap-northeast-3 Rule abc_rukle does not exist on E
ventBus default in ap-northeast-2,Rule abc_rukle-sts does not exist on EventBus default in ap-northeast-2 Ru
le abc_rukle does not exist on EventBus default in ap-northeast-1,Rule abc_rukle-sts does not exist on EventB
us default in ap-northeast-1 Rule abc_rukle does not exist on EventBus default in ca-central-1,Rule abc_rukle-
sts does not exist on EventBus default in ca-central-1 Rule abc_rukle does not exist on EventBus default in sa-
east-1,Rule abc_rukle-sts does not exist on EventBus default in sa-east-1 Rule abc_rukle does not exist on Eve
ntBus default in ap-east-1,Rule abc_rukle-sts does not exist on EventBus default in ap-east-1 Rule abc_rukle d

oes not exist on EventBus default in ap-southeast-1,Rule abc_rukle-sts does not exist on EventBus defaultin a

noecnnthaact 1 Dila ahe viilida Aanec nat avict an CunndDiie dafauld in an canthanct D Dula ahe viilsla cde Adane

Previous Save

Z
A

r—

Errors and
Remediation.

What next ?



Discover: Mapping application user problems (Land and Expand)

Cloud Account Detail Page

Settings Cloud Accounts

Cloud Accounts

Settings Cloud Accounts  » Account Details

aws

sandeep-ux-account fnabled W

Cloud Accounts

Account Groups Q

0 Now you can ingest Audit Logs using Amazon EventBridge. Click on # icon on the page to configure. Learn More

Errors and
e—> Remediation.
& Account xternal ID |B 7854jk453-34298-42398 "[' @ oOperational What neXt ?

Not Configured

Repositories

Status Account ID Name Account Groups Last Modified By Actions Status

Roles redlock-dev-playgroud gep-redlock-dev-playgrou... 2 Account Group(s) someone@dom: [# I 3282893289 Role Arr 1B aws:32423:r0le/PrismaRole CONFIC

Users shankar-playground-1 gcp-playground 2 Account Group(s) someone@dom: i Ll

Access Keys sandeep-ux-account gcp-playground 2 Account Group(s) someone@dom: » L.

Global & 1AM Role

My Aws Account gcp-playground 2 Account Group(s) someone@dom: 1 L.
SSO

Monitor & Protect Audit Logs Write Events v

Not Configured
Integrations

2 Account Groups low Log: S3 v Configure
Resource Lists

Inconsistent
®— configuration
process

IP Allow Lists
Licensing
Audit Logs

Anomalies Security Modules

(V) Data Security

Additional security
features visibility

Enterprise Settings Enterprise S

Data Settings

Displaying [0] results of [000] Rows 10 Vv Page 1 v of 10 < >

Inconsistency in Standalone Dependency on edit icon for Breadcrumb for L2 Navigation

and Org deployment List view details discover more screens



Competitive Products : WIZ detail understanding for simplification

WIZ‘ All projects ~ ashboar ecurity Gra olici i eports rojects _ Connect to Amazon Web Services (AWS)

Wiz Cloud Events [0 Learn More

c ti i i
© connection Connection Details

@ Enable Cloud Events integration
Available for Non-Sovereign environments only.
Connect Wiz to your Amazon Web Services (AWS) to gain visibility into your projects security. Mode

1 How to connect to AWS?
o Mode

Installation Type

Amazon Web Services Microsoft Azure Google Cloud Platform Oracle Cloud © standard : . .
(Aws) Connec t your Microsoft Azure to (6CP) Infrastructure S Cloudtrail Notifications
iz Outpos

New Connector
et

Cloud Providers

Connec t your AWS to gain gain visibility into your Connec t your GCP to gain Connec t your OCI to gain
visibility into your subscriptions subscriptions securi ty visibility into your projects

geztlz L:ii:o':::tion S3 Notifications oudTrail Notifications

i : . .
erraform Cloudtrail Notifications
Kubernetes -

7 Launch CloudFormation Stack

oo
c DB Before launching the CloudFormation Stack, make sure that you're logged into the AWS account

where you intend to deploy the role
Amazon Elastic Azure Kubernetes Google Kubernetes Oracle Kubernetes ClanATrail Drafiv
Kubernetes Service (EKS) Service (AKS) Engine (GKE) Engine (OKE) Wiz Role ARN
Connec t your EKS clusters to Connec t your private AKS Connec t your private GKE Connec t your OKE clusters to The ARN of the role you have created. How to find Wiz Role ARN

gain visibility into their security clusters or your AAD-mana ged clusters to gain visibility into gain visibility into their securi ( | ]
AKS clusters to gain visibility th ity

into their securitv . N ‘ .
The CloudTrail is organizational

Understanding of how WIZ is displaying the cloud Analysing how WIZ onboards the cloud account Discovering how WIZ is displaying the options to
providers and other connectors at a unified place... in 2 steps and with communication with the connect with Cloud Trail notification for faster
cloud resource name at CSP side. Ingestion.

Analysing the type of deployment WIZ has and how
the options are clear for the users/customers

discover more screens




Design and Test

Define,



STRUCTURE

Define: First Time User Journey (To be Scenario)

CSP Marketplace

Aa

Concept Sandeep Virmani © 2024

Prisma Cloud Platform

Dashboard

Code to Cloud
REPOSITORIES
First Time User Home Page Providers ° Alerts | Policies | Compliance
DEPLOYMENT _ -
First Time Value Onboard Land and Expand Visibility
@ A a ————( Trial Access )——— ‘ —)—
G °
CLOUD ACCOUNTS MODULES
Existing User . Permissions g
—>o
@ Onboard Another Account Access Account Management Access Dashboard
Aa ——(  SignIn )
G . o . .
bridgecrew I‘\:f:‘j: Twistlock Cider

Sandeep Virmani | Product Design Portfolio | January 2024

Outcome, that more logos will be part of

Code to Cloud Providers Section



Define: Wireframe to establish design decisions and Test

Onboarding

Add A Cloud Account

Get Started

Get Started

Q Onboard your Cloud Account(s) with host of features, which helps to scan and protect your account...

The first step to onboarding your AWS account is to enter a descriptive name for the cloud account and choose whether

you want the service to only monitor your AWS account or monitor and protect it with auto-re!

a name to simplify the process but feel free to edit it.
WS @ aws Y O Google Cloud /A Azure C) Ooraclecoud ) O Alibaba

Select Account Type

RunTime

Compliance Threat Detection Workload Protection IAM Security Data Security Network Security

O Address security misconfiguration in IaC hosted on a version control system (VCS) or in a local repository

GitHub Bitbucket A4  GitLab Self-
@ managed

Q GitHub Server er AWS Account

Account ID

234568745

Select Account Groups 25 Selected v

>_ Identify Vulnerbalities and Risk Factors integrated with Host Containers, and Serverless Capbilities

Get 100% Discovery and Scan

Repo Vulnerability Management IAC Security m

My idea was to have a unified page design to onboard all providers. It I tried various design options to keep all choices available for my
was challenging to get all product owners to agree, but I succeeded users, which I learned from contextual inquiries and customer
through collaborative efforts and persuasive sKkills. Stick around to interviews.
learn more.
discover more screens




Define: Wireframe to establish design decisions and Test

Add Cloud Account
New Cloud Account
Step 1

Get Started

Get Started .
Security Coverage

Select SecurityCoverage
Scope

Comprehensive Security Coverage
° Organisation Recommended Account

Secure your AWS account Secure your AWS account

@ Anomalous Threats & Misconfigurations

Enables Visibility, Compliance & Governance for laaS and Workloads.
Select Security Coverage

This includes Compute Workloads, Data Security and Remediation.

Compute Workload Agentless Scan
@ Enabled

Anomalous Threats & Misconfigurations (Compute Workload Agentless Scan X)

Scan instances & containers for vulnerabilities & risks without deploying agents.

(Compute Serverless Function Scan X)

. A
Compute Serverless Function Scan

. A . . . Enabled Compute Workload Agentless Scan
Scan serverless functions for vulnerabilities & risks without deploying agents. D

Compute Serverless Function Scan

Compute Auto-Protect
Compute Auto-Protect
Account ID

Permissions for Host & Serverless function auto-protect, host VM image scan, Enable Data Security

and K8S Audit. 891511865543

Remediation

. [Z Create IAM Role to grant access to Prisma Cloud
Data Security

Discover & classify AWS S3 data. Prevent accidental exposure, misuse, or sharing

L Steps to download and run the EventBridge CFT v
of sensitive data.

1. Create Stack in your AWS account

L 2. Select | acknowledge that AWS CloudFormation might create IAM resources with custom names and click
Remediation

) o ) Enable Create Stack
Resolve policy violations via CLI commands.

3. When status is CREATE_COMPLETE, copy Role ARN, rule name from Output tab

. IAM Role ARN
For product documentation ole

please click Here arn:aws:iam::088262823986:role/PrismaCloudReadOnlyRole

vV

I attempted to introduce various options for additional security modules to be explored and utilized by our users.

Security Coverage Vocabulary ©® View Permissions

Anomalous Threats & Misconfigurations

Enables Visibility, Compliance & Governance for laaS and Workloads.

Compute Workload Agentless Scan
Scan instances & containers for vulnerabilities & risks without

deploying agents.

Compute Serverless Function Scan
Scan serverless functions for vulnerabilities & risks without deploying

agents.

Compute Auto-Protect
Permissions for Host & Serverless function auto-protect, host VM

image scan, and K8S Audit.

Data Security
Discover & classify AWS S3 data. Prevent accidental exposure, misuse,

or sharing of sensitive data.

Remediation

Resolve policy violations via CLI commands.

Previous

However, the feedback suggested further simplification to enhance their understanding of the importance and usage of these modules.

discover more screens




Design: Wireframe modal breakthrough continuous testing

Add Cloud Accoun t

t Started

aws  Get Started

cope

° Organisation

Secure your AWS Organisation including its member accounts

Security Foundations

Prisma Cloud recommended capability-based security.

A\ 4

Finally, I was able to introduce a larger-sized
modal, which was critical for our product to
be accessible from any page.

Additionally, the cards for security modules
worked, as users were able to quickly grasp
what they needed to enable and obtain
permission for.

Add Cloud Accoun t

aws  Configure Details

Select All Member Accounts

Select accounts below to be included or excluded from monitoring. This cl

Include a subset ° Exclude a subset

A\ 4

The additional settings, which were distributed across
multiple steps, were organized through multiple
meetings with the Engineering head and Ul
Managers.

This allowed us to rewrite a few APIs to be called
directly from the configuration page.

Users appreciated the single screens for ease of use.

aws  Review Status

v

The review status screen was redesigned to
display all errors and necessary
remediation steps clearly.

Additionally, it shows the permissions for
security modules that were signed up to be
configured later, accompanied by proper
messages.

discover more screens




Design: Wireframe Land and Expand

Before After

Settings o Al Ingestion Enabled . Settings Cloud Accounts J.?f,,féws_?r,,ganizaﬁon Enabled @ Edit Cloud Account
aws My Aws Organisation AWS Organization

Onboarding

i 5] i Cloud Ac ts o * Ingestion Enabled True + % Cloud Ty Status Misconfigurations (CSPM) Threat Detection Workload Security Data Security
You have enabled additional cloud security coverage, please configure the same and let Prisma Cloud manage Status Account Configuration & Last synced a minute ag ou ccounts EEEE—

Configuration your security posture. -

Organisation Operational

Access Controls Account Details

. Config Ingestion Incomplete
. Account Configuration
LRI CloudTrail

Account ID: 1N 3282893289

. . R Authentication Successful
Code Security Configuration Role ARN: I aws:32423:role/PrismaRole Inspector <

Name

Account Type ’&% Organisation . Guard Duty
External ID: L. 7854jk453-34298-42398

>

Jeff AWS Organisation Scope Organization

Deployment Type Global

‘ ; \ Misconfigurations (CSPM)  &p Identity Securi +5M
EventBridge Rule Name (B £8 Rule Name Prefx Status Logs gep-playground Security Capabilities 4 Misconfigurations ( ) o ldentity Security 5 More

Mode Monitor & Protect Audit Logs Operational Last synced a minute ag

CFT Template & AMRole & Member I ) ] gep-policy Account Name Jeff AWS Organization

Operational Last synced a minute ag(
Account Groups View Details Flow Logs perationa W 8
& gep-v2

] , _ Organisation ID 1B 891511865543
=% EventBridge DNS Logs Ingestion Incomplete Last synced a minute agq
Last Modified 27 days ago i . . - -
Audit Logs Configure e R IAM Role ARN I arn:aws:iam:088262823986:role/PrismaCloudReadOnlyRole
Last Modified By pcs-api-automation@paloaltonet... cn-v?
Ecp Account Groups 1 Account Group Selected
Flow Logs Configure
jlipman-oci
DNS Logs Configure

jlipman-oci Security Capabilities and Permissions

Security Coverage Target by: https:/app.prismacloud.io/compute?computeState=%2Fmanage%2FcloudAccounts jlipman-aws

: o Sett . ¢ Misconfigurations (CSPM)
Monitor and Protect ‘ jlipman-aws

Prisma Cloud has access required to read and remediate resource configuration issues to Configure

‘ » Resource Configuration Issues Found w
ensure continuous compliance in your AWS account. = jlipman-Azure

]
]
o
0
o
o
]
o
o
]
o

Compute Discovery & Radar jlipman-Azure123 av |dentity Security @ Enabled

Compute Discovery and Serverless Radar helps you discover the risks on your assets, by Configure

evaluating the new and existing assets in your environment.

U Agentless Workload Scanning & Successful

Agentless Scanning
Agentless scanning lets you inspect the risks and vulnerabilities of a virtual machine without Configure <‘ Threat Detection

having to install an agent or affecting the execution of the instance.
Flow Logs ® Successful

Scanning for Malware and File Exposure

Audit logs Issues Found w
Data Security enables you to discover and classify data stored in AWS S3 buckets and Scan Settings

protect accidental exposure, misuse, or sharing of sensitive data.
¥ Serverless Function Scanning @ Successful
SNS Topic ARN: L- arn:aws:sns:us-east-1:693492369804:PrismaCloudSNS
Agent based Workload Protection MNot Enabled

Callback URL ; Https://cel.dlp-us.prismacloud.io/api/v1/cloudtrail/uuid/5644-3UY-TG665G-TRE

Data Security MNot Enabled

#. Remediation and Drift Detection MNot Enabled

discover more screens




Settings Cloud Accounts

i T A T i All v
Cloud Accounts ° Ingestion Enabled rue v Cloud Type Status ccount Type Security Features

Implementation

Account Groups

Access Control

Resource Lists

Repositories

Code Security Configuration

Integrations

Trusted IP Addresses

Licensing

Audit Logs

Anomalies

Enterprise Settings

Data Settings

Name

Jeff AWS Organisation

gcp-playground

gcp-policy

gcp-v2

jlipman-gcp

gcp-v2

jlipman-oci

jlipman-oci

jlipman-aws

jlipman-aws

jlipman-Azure

jlipman-Azurel23

2
V)
0
o
o
0
o
o
0
@
o

Last Modified By

someone@doma

someone@doma

someone@doma

someone@doma

someone@doma

someone@doma

someone@doma
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User Impact

Revitalised Prisma Cloud Unified Onboarding | Firsttime value reaiization
Experience, achieving a cutting-edge 3-step N g
process that outperformed competitors and Deployment soops n |Reductio
Slashed tOU.Ch points by an impressive 57%. Current |Simplified Current Simplified |eens Clicks
Standalo
AWS ne 5 3 10 6 40 40
Designing security configurations nudges after o | s | 3 15 : o | 6o
Unified Onboarding Experience, saw customer L, [Pt ] 3 " : 50| 4548
. . Organizat
sentiments went up by 8X and credit G | 7 | 3 17 ; s71 | 4706
consumption by 150% in less than 6 weeks. e | R o o o | s
Tenant 7 3 19 8 57.1 57.89
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User Validation and Feedback

This 1s exactly what builds our confidence in Prisma
Cloud, we really feel Prisma Cloud 1is listening to
customers and improving what matters to us. This
simplifies our effort as we plan to add more accounts in
the next few months"- Informatica

4= Informatica

We currently have a 10-step onboarding checklist for

each cloud type and based on what we see currently, I

can reduce that to just a couple for each cloud. This 1is v academy
a huge 1mprovement for us 1n terms of how we enable

different capabilities Prisma Cloud offers"- Unacademy

Unified Onboarding experience 1n PCEE was very positive
experience. Everything just worked- Binh, SA, Nvidia POC NVIDIA
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IMPACT

Applauds

Director Engineering, India UX Researcher USA

Quadir Kareemullah: @sandeep.virmani Stephanie Chen: @sandeep.virmani @ Thank you for
#collaboration #execution for the fabulous cloud account Walk me through the comple)(lty Of cloud account Onboard|ng
onboarding UX this week. @ #inclusion #integrity #collaboration

Reporting Manager, USA Ul Development Principal

Jason Davila: @ @sandeep.virmani Onboarding efforts Rahul Kumar: @sandeep.virmani For consistent help
deserve an award for MOST FEEDBACK EVER from the MOST to deliver Cloud Account onboarding UX. Your feedback really
PEOPLE! Great work on these efforts! #execution helped it achieve faster #collaboration

#collaboration #integrity

Senior Director Engineering USA UX Manager USA

Hari Srinivasan: @sandeep.virmani appreciate the Justin Lancaster: @ @sandeep.virmani

hard work in bringing the onboarding screens to this level. It @stephanie.chen Thanks for all your help! Love working with
helps to see the vision and makes it easy for review. Much you guys on the Prisma Cloud Onboarding UX! #collaboration
appreciated. #execution #customerfirst #integrity

#collaboration #customerfirst #disruption

Senior Director Engineering USA

UX Counter Part Israel Hari Srinivasan: @ @sandeep.virmani @ritish.raghavan
Lina Gurevich: @sandeep.virmani Thanks for your Thank you for what you do. It's tough and you are doing really
collaboration and visibility with cloud onboarding! #inclusion good in getting to converge. Looking forward to the final
#collaboration designs.

Sandeep Virmani | Product Design Portfolio | January 2024



